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1 Introduction

1.1 Scope and Purpose

The purpose of this document is to describe the steps that authorised ARIS users must follow
in order to request and revoke user and machine-to-machine certificates.

The Certification Authority (CA) which provides the certificates trusted by ARIS is HARICA.
The certificates that were issued by the previously used Certification Authority PostarCA and
are already enabled in ARIS will remain trusted until they expire or are revoked.

In order to become an authorised user and be able to request a certificate, the domain of the
belonging entity should be whitelisted and approved. If you receive an error indicating you are
not authorised to request a client or machine-to-machine certificate, please contact the ARIS
Central Service Desk (CSD) via servicedesk@support.acer-remit.eu and request to have your
organisation (entity) whitelisted.

The presented steps demonstrate the process of issuing certificates from the end-user
perspective for both client and machine-to-machine certificates, which are needed to connect
to the ARIS Production environment and Test environment.

A user can request only one client certificate per name, surname and email address. A user
can request many machine-to-machine certificates with the proviso that he/she has already
installed a valid HARICA client certificate.

If a user does not receive any information regarding the rejection or approval of their request
within three working days of successfully submitting a request for either a user (client) or
machine-to-machine certificate, the user should contact the CSD.

The existing ARIS users with a valid PostarCA certificate do not need to request a HARICA
client certificate unless they want to request a new HARICA machine-to-machine certificate or
their PostarCA certificate has expired, is about to expire or has been revoked.

1.2 Target audience

The document is intended for ARIS users, i.e. NRA, RRM and ACER staff. This includes
entities that want to initiate the RRM registration process to become RRMs.

5/47



ACER

Agency for the Cooperation
of Energy Regulators

1.3 Glossary
ACER, Agency — Agency for Cooperation of Energy Regulators

ARIS — Agency’s REMIT Information System
CA — Certification Authority

CSD — ARIS Central Service Desk (email address: servicedesk@support.acer-remit.eu)

NRA — National Regulatory Authority
PKI — Public Key Infrastructure
RRM — Registered Reporting Mechanism
1.4 Structure of the document
The document is structured as follows:
1. Section 2: Presents the steps for requesting and revoking a client (also referred to as
user) certificate. In addition, the process of importing into Windows and specific

browsers is described.

2. Section 3: Presents the steps for requesting and revoking a machine-to-machine
certificate.
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2 Steps for requesting and revoking an ARIS client
certificate

2.1 Application form to request a certificate

Before initiating a client certificate request, a user should download the required form, available
at https://documents.acer-remit.eu/category/remit-reporting-user-package/ within the section
Digital certificate form for physical users?. Depending on the environment that the user intends
to use, there are two different application forms: one for the production environment and one
for the test environment.

The application form requests specific information divided into two categories. The first part is
the data of the legal entity to which the applicant belongs, while the second part pertains to the
certificate holder data. The user will upload the form at a later stage of the process, which will
enable ACER to validate the eligibility of the request.

Apart from indicating the information that the user should provide, the forms also inform the
applicant of the legal statement and the legal basis under which the offered PKI solution issues
certificates. Within the links presented, the obligations of the user, the respective regulatory
framework and the data retention policy of the service provider can be found.

The application form for the production environment is depicted below (Figure 1), while the
respective form for the test environment can be seen underneath (Figure 2):

1 For machine-to-machine certificates please refer to the section Digital certificate Form for machine-machine
communications.
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Legal Entity’s
information

MPPLICATION FOR OBTAINING A USER DIGITAL CERTIFICATE
FOR LEGALENTITIES

LEGAL ENTITY

Organization:

Address:

Certificate holder's Gy: Pastal Cade:
information

Country:

Surname:

E-mail:
- |
LEGAL AND DATA PRIVACY STATEMENT

Please read the documents (g)
(b} Privacy Policy (section ) the

{c} Data Privacy Po

5.2). Obig

HARICA Trusted Authonty

HARICA documentation about practices and policies

Legal framewd
information

Place Date: Signature:

Figure 1: Form for requesting an ARIS User digital certificate for the production environment
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APPLICATION FOR OBTAINING A USER DIGITAL CERTIFICATE

FOR LEGALENTITIES

LEGALENTITY

Organization:

Address:

City: Postal Code:

Country:

TEST CERTIFICATE HOLDER OR TECHNICAL REPRESENTATIVE

Surname:

E-mail:

LEGAL AND DATA PRIVACY STATEMENT

Plegse read the documents (g} Subscriber sgreement Liios
{b} Privacy Policy (section 9 the ©

5.2). Obligations for proper usage of certificates

s using HARICA Trusted Au ty htg MEnts . Cer-rer

: HARICA documentation gbout  practices and  polcies s

Place Date: Signature:

Figure 2: Form for requesting an ARIS User digital certificate for the TEST environment
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2.2 Steps for a client certificate request

A. For the production environment visit https://www.acer-remit.eu/certificates and select
the link under the client (user) certificates tab (Figure 3).

AC E R A'RIS

ACER REMIT Information System

Welcome to the ARIS Digital Certificates service

Before continuing, please read the Subscriber agreement and the Privacy Policy in the section 9 of the PKI Disclosure statement
as well as in the respective Data Privacy Policy document. The Data Retention Policy is available in section 5.5.2 of the
Certification Policy and Certification Practices Statement. It is mandatory to review rights and obligations that you may have for
the proper usage of the certificates, by checking the document "Issuance of Digital Certificates using HARICA Trusted
Authority" which is available here.

All the relevant documentation for practices and policies can be found here.

Please use this link to request your certificate

Ll MK 10 VOKC VOU

Machine-to-Machine certificates
Please use this link to request a machine-to-machine certificate.
Please use this link to revoke a machine-to-machine certificate.

Support

The instructions for requesting and revoking certificates are documented in "PKI Digital Certificates User Manual” which is
available here.

Please contact the ARIS Central Service Desk ( servicedesk @ support.acer-remit.cu ) in case you require additional support.

Figure 3: Starting page for requesting a certificate for the production environment

B. For the test environment visit https://pilot.test-acer-remit.eu/certificates and select the
link under the client (user) certificates tab (Figure 4).

AC E R ARIS

ACER REMIT Information System

‘Welcome to the ARIS TEST Digital Certificates service

Before continuing, please read the Subscriber agreement and the Privacy Policy in the section 9 of the PKI Disclosure statement
as well as in the respective Data Privacy Policy document. The Data Retention Policy is available in section 5.5.2 of the
Certification Policy and Certification Practices Statement. It is mandatory to review rights and obligations that you may have for
the proper usage of the certificates, by checking the document "Issuance of Digital Certificates using HARICA Trusted
Authority" which is available here.

All the relevant documentation for practices and policies can be found here.

erLicaes

Please use this link to ucst our TEST certificate

Machine-to-Machine TEST certificates
Please use this link to request a machine-to-machine TEST certificate.
Please use this link to revoke a machine-to-machine TEST certificate.

Support

The instructions for requesting and revoking certificates are documented in "PKI Digital Certificates User Manual” which is
available here.

Please contact the ARIS Central Service Desk ( servicedesk @ support.acer-remit.cu ) in case you require additional support.

Figure 4: Starting page for requesting a certificate for the test environment
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Important notice:

You are kindly requested to use the same internet browser on the same
computer where you would like to install the certificate throughout the whole
process.

The procedure for obtaining production and test certificates is essentially the
same, which is why only the flow for production certificates is presented in this
manual.

ONLY FOR TEST CERTIFICATES: In order for the client computer to consider
the test certificates as trusted, the test root CA certificate has to be manually
installed as a ‘Trusted Root Certification Authority’ certificate. The test root CA
certificate can be obtained from this link:

https://www.dev.harica.gr/certs/StagingHaricaRootCA2015.der

Please note that on some computers specific user privileges may be required to
install the test root CA certificate.

Step 1 : Enter your full name (as indicated on your national ID/Passport) and your email
address. The provided domain within your email must be authorised and
whitelisted for requesting a certificate for ARIS. Press Next.

net

Please enter your e-mail address and your full name. Then dick "NEXT" to initiate the ARIS User Digital Certificate request

process.

E-mail Address : |email-id@domain.g] x

ARIS (&) Next |
ACER REMIT Information System

Return to starting page

You can always return to the initial page by selecting ARIS Digital Certificates
or ARIS TEST Digital Certificates.
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Step 2:

The following message will appear on the screen. You will receive an email.
Please check your email and confirm the validity of your email address by clicking
on Request Confirmation Link.

| s

cy for the Cooperation
nergy Regulators

jon Authority

al Certificate

In order to proceed with the request for an ARIS User digital certificate please check your e-mail for a confirmation

message from HARICA and follow the instructions.

In case you have not received any email or you encounter an error, please contact the ARIS CSD ( servicedesk at

support.acer-remit.eu ).

ACER REMIT Information System

Dear SirMadam,

Please follow the link below in order to continue with your request.

¢ |Request Confirmation Link

[f you did not initiate the request for an ARIS User digital certificate please report this to the ARIS CSD (servicedesk@support.acer-remit.eu).

[Please do not reply to this e-mail. In case of any questions please contact the ARIS CSD (servicedesk@support.acer-remit.eu)

[HARICA Public Key Infrastructure

Step 3:

Upload a digital copy of your national ID/ Passport as well as the required form
and then press Request. The form is available here: https://documents.acer-
remit.eu/category/remit-reporting-user-package/. See also Section 2.1 of this

manual.

Within this step, as depicted in Figure 5, the client is informed about the proper
and accepted format/type of document to upload, as well as on the accepted size
and resolution of the uploaded data. A notice is included, containing the following
text:

TEST

Latin)

Please click ‘Browse’ to upload a scan (in 1 or multiple files) of your official photo ID for
Identity validation (Passport/ID) and the filled in APPLICATION FOR OBTAINING A USER

400x400px and must not exceed 2MB in size. The ID must clearly display the full name (in

accepted and the request will be denied.

DIGITAL CERTIFICATE. Scanned documents must have a resolution of at least

and the picture of the Applicant. IDs that do not display the full name in Latin will not be

Note:

request a certificate.

Uploading a valid photo ID scan and a correctly filled form is mandatory in order to
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v'HARICA

Hellenic Academic & Research Institutions Certification Authority

AC E R Request an ARIS User Digital Certificate
PR e

Certification Authority I ATTENTION: You have to use the same internet browser on the same compute! I'or placing a request and for

obtaining the ARIS User digital certificate after the request has been approved. Please do not use public computers to
request ARIS User digital certificates.

Certificate Issuance
Certificate Revocation
Certificate Search

A R I S (Your full name) declare that I read and agree with, by submitting this request, the Terms and
A(.:ER REMIT Infgfmation System Conditions and the Certification Practices of HARICA.

Certificate Policy Acceptance

1 also agree that the certificate service provider HARICA shall process, use and permanently store the data from this
request in accordance with the Subscriber Agreement .

Sol < of Identification

. 1 solemnly state by submitting this request for an ARIS User digital certificate that my full name i
Please use the same internet browser >/ St by submitting fis requestfor an SO ST DL Iy e meity

In the same computer N the email adduuss Liste.gr belongs to me and the information which is part of my
certificate | seri =4 OU=Class B -

Private Key created and stored in software CSP, O=Agency for the Cooperation of Energy Regulators,
L=Ljubljana, C=SI is true and valid.

Below are the default options to request a certificate, unless you are an expert user or received explicit instructions,
please leave (1) and (2) selections to the default ones.

Disclaimer for the acceptance: hic Servi

1) Typelformat P :Z:::j:?:)fc A |Microsoﬂ Enhanced Cryptographic Provider v1.0 v
2)  Resolution Private Key extra

3)  Size of documents Y [No V]

\ protection (2):

Please click ‘Browse’ to upload a scan (in 1 or multiple files) of your official photo ID for Identity validation (Passport§D)
and the filled in APPLICATION FOR OBTAINING A USER TEST DIGITAL CERTIFICATE. Scanned documents must havll a
resolution of at least 400x400px and must not exceed 2MB in size. The ID must clearly display the full name (in Lati

and the picture of the Applicant. IDs that do not display the full name in Latin will not be accepted and the request

Browse in order to select
the requested documents. Files uploaded: 0

(1) This option is usefull if you have installed special cryptographic software or hardware (eg smart cards or
PKCS#11 eTokens).

(2) ATTENTION! By selecting "YES" your private key will be further protected and marked unexportable. This
means you will not be able to transfer it to another computer NOR to another browser.

I accept the Terms of Use anq e ARIS User Digital Certificate.

Figure 5: Request page

To upload a file you should click on Browse. If the upload was successful, the following
window will pop up (Figure 6).
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Below are the default options to request a certificate, unless you are an expert user or received explicit instructions,
please leave (1) and (2) selections to the default ones.

Cryptographic Service
Provider (1):

| Microsoft Enhanced Cryptographic Provider v1.0 v|

Private Key extra

No W
protection (2): Message from webpage

Please dick "Browse’ to upload a scan (in 1
and the filled in APPLICATION FOR OBTAIN
resolution of at least 400x400px and must n|
and the picture of the Applicant. IDs that d

be denied. _

MNote: Uploading a valid photo 1D scan and

Identity+form upload:

Files uploaded: 0

lidation {Passport/1D)
uments must have a
full name (in Latin)

and the reguest will

| The file was successfully uploaded.

a certificate.

(1) This option is usefull if you have installed special cryptographic software or hardware (eg smart cards or
PKCS#11 eTokens).

(2) ATTENTION! By selecting "YES" your private key will be further protected and marked unexportable. This
means you will not be able to transfer it to another computer NOR to another browser.

1 accept the Terms of Use and “

the ARIS User Digital Certificate.

Figure 6: Informative message for successful upload of file

After pressing OK, the counter will be increased as depicted below (Figure 7).

Please click ‘Browse’ to upload a scan (in 1 or multiple files) of your official photo ID for Identity validation (Passport/ID)
and the filled in APPLICATION FOR OBTAINING A USER TEST DIGITAL CERTIFICATE. Scanned documents must have a
resolution of at least 400x400px and must not exceed 2MB in size. The ID must clearly display the full name (in Latin)
and the picture of the Applicant. IDs that do not display the full name in Latin will not be accepted and the request will
be denied.

Note: Uploading a valid photo ID scan and a correctly filled form is mandatory in order to request a certificate.

Identity+form upload: | Browse
l Files ugloaded: 1 I

(1) This option is usefull if you have installed special cryptographic software or hardware (eg smart cards or
PKCS#11 eTokens).

(2) ATTENTION! By selecting "YES" your private key will be further protected and marked unexportable. This
means you will not be able to transfer it to another computer NOR to another browser.

I accept the Terms of Use and the ARIS User Digital Certificate.

In case the user tries to upload a file that does not comply with the requirements

Figure 7: Counter increase after uploading files

(regarding resolution or size), the following pop-up window will appear (Figure 8).

Please click 'Browse’ to upload a scan (in 1 or multiple files) of your official photo 1D for Identity validation (Passport/ID)
and the filled in APPLICATION FOR OBTAINING A USER TEST DIGITAL CERTIFICATE. Scanned documents must have a
resolution of at least 400x400px and mu T =E————"— ..
and the picture of the Applicant. IDs that] ! Meszage from webpage

be denied.

Note: Uploading a valid photo ID scan afld Please make sure scanned documents have a resolution of at

least 400x400px and do not exceed 2ME in size,
Identity+form upload:

Files uploaded: 1

(1) This option is usefull if you have
PKCS#11 eTokens).

(2) ATTENTION! By selecting "YES" your private key will be further protected and marked unexportable. This
means you will not be able to transfer it to another computer NOR to another browser.

I accept the Terms of Use and the ARIS User Digital Certificate.

Figure 8: Error message when uploading a file not aligned with requirements
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In order to upload another file, you can click on Browse again and select a second file.
You will be informed of the number of uploaded files. Press Request when you wish to
proceed to the next step.

Important notice:

The maximum number of files that a client can upload is four (4). Trying to
upload a fifth (5) file will result in the error message, as depicted in Figure 9.

Please dlick 'Browse’ to upload a scan (in 1 or multiple files) of your official photo ID for Identity validation (Passport/ID)
and the filled in APPLICATION FOR OBTAINING A USER TEST DIGITAL CERTIFICATE. Scanned documents must have a
resolution of at least 400x400pX AN MIUST 1Y ke heddhediheboichiessiebieiebblisiesiolih ke kb hhciei beiaiiniokiubedt 1111 )
and the picture of the Applicant. IDs that dof  pessage from webpage ¢ fewill

be denied.

Note: Uploading a valid photo ID scan and | Maximum number of files reached.

Identity-+form upload:

Fles uploaded: 4

—

(] Don't let this page create more messages

(1) This option is usefull if you have installed special cryptographic software or hardware (eg smart cards or
PKCS#11 eTokens).
(2) ATTENTION! By selecting "YES" your private key will be further protected and marked unexportable. This

means you will not be able to transfer it to another computer NOR to another browser.

I accept the Terms of Use and the ARIS User Digital Certificate.

Figure 9: Maximum files reached message

Alternatively, a single zip file containing all the required files can be uploaded.

Important notice:

If you are using Internet explorer, you will be automatically directed to Step 6. If
you are using Microsoft Edge, Google Chrome or Mozilla Firefox, you will be
directed to Step 5 before completing the process and proceeding to Step 6. Step 5
is the generation of the private key for the certificate.

Step 4 : You will be prompted to enter a password to protect your certificate’s private key.
Confirm the password and press Save private key (Figure 10).

se note that the password is required to obtain and use the

Save private key I

Figure 10: Edge, Chrome and Firefox process for inserting and saving private key
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Step 5: At this point, ACER will check the provided information and approve or deny the

issuing of a certificate for ARIS (Figure 11).

/'HARICA

Hellenic Academic & Research Institutions Certification Authority

i

of Energy Regulators
Certification Authority Submission successful - Your request is pending approval

Certificate Issuance
Your request for a digital certificate associated with tu . e-mail address and Distinguished Name

Certificate Revocation ber=( 5, OU=Class B - Private

Certificate Search Key created and stored in software CSP, 0=Agency for the Coop: ion of Energy I L=Ljublj;
. A R I S C=S8I, has been succesfully submitted.

ACER REMIT Information System After approval of your request by ACER you will receive an e-mail from HARICA with further instructions on how to obtain

an ARIS digital certificate. If the e-mail is not received in 5 working days please contact the ARIS CSD ( servicedesk at
support.acer-remit.eu ).

Figure 11: Final step for requesting process of client certificate

If the user requesting a certificate is already in possession of a valid HARICA certificate or has
another request already pending validation, the following message will be shown and the
request will be rejected. In order to request a new certificate while the old one is still active, the
user should first revoke the old certificate and only then proceed with the new request.

/'HARICA

Hellenic Academic & Research Institutions Certification Authority

ACER

Regolators

Certification Authority You are already in the possession of the valid ARIS User digital certificate or your request for one is pending validation.
You have to revoke the valid certificate or wait for the valid: resp: prior to ing a new certificate.

Certificate Issuance
Certificate Revocation In case neither of the aforementioned apply, please contact servicedesk at support.acer-remit.eu .
Certificate Search

ACER REMIT Information System

Figure 12: Rejection message in case of additional request
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2.3 Workflow for a client certificate retrieval

This section describes the steps for certificate retrieval following the approval of ACER. In case
there is a rejection from ACER, the user will be shown the screen that is presented in Section
2.4.

Step 1. After the approval of your request, you will receive an email in order to proceed
with the certificate retrieval. Click on Get my certificate.

Dear Sir/Madam,

Your certificate request for the entity with Distinguished Name ] , serialNumber:
, OU=Class B - Private Key created and stored in software CSP, O=Agency for the Cooperation of Energy Regulators,
L—Ljubl]ana, C=SI has been processed by the Certificate Authority administrator.

Click the following link using the same intemet browser and computer from which you submitted the request for an ARIS digital certificate in
order to retrieve the certificate:

Get my certificate

If you don’t retrieve your certificate within 30 days it will be automatically revoked.

Please do not reply to this e-mail. In case of any questions please contact the ARIS CSD (servicedesk@support.acer-remit.eun)

HARICA Public Key Infrastructure

Figure 13: Automatic e-mail after ACER’s acceptance

Step 2. At this stage you have two options. Select:

A. laccept and want to retrieve my certificate link (Figure 14) if you want to
proceed and retrieve your certificate.

/ HARICA

A Hellenic Academic & Research Institutions Certification Authority

- Apency for the Cooperation
Energy Regulators

Certification Authority I ; applied for an ARIS digital certificate with the following Distinguished Name

_ . serialNumber=] s, OU=Class B - Private

Key created and stored in software CSP, 0=Agency for the Cooperation of Energy Regulators, L=Ljubljana,
Certificate Revocation C=SI which has been issued from 26-10-2018 until 25-10-2020.

Certificate Issuance

Certificate Search
I state that I accept the certificate and request to retrieve it according to the Terms and Conditions and the Certification

. A y R I S Practices of HARICA.
ACER REMIT Information System {L_Laccept and want to retrieve my certificate ]

« I changed my mind and want to revoke my certificate

Figure 14: Accept and retrieve certificate
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B. I changed my mind and want to revoke my certificate link (Figure 16) if
you want to terminate the process and revoke your certificate.

/' HARICA

Hellenic Academic & Research Institutions Certification Authority

ACER

nergy Regulators
Certification Authority L | applied for an ARIS digital certificate with the following Distinguished Name
', seri . . i, OU=Class B - Private
Certificate Issuance
Key created and stored in CSP, 0=Agency for the Coop ion of Energy I L=Ljublj;
Certificate Revocation C=SI which has been issued from 26-10-2018 until 25-10-2020.

Certificate Search
1 state that I accept the certificate and request to retrieve it according to the Terms and Conditions and the Certification

A RIS Practices of HARICA.

ACER REMIT Information System » I accept and want to retrieve my certificate

1 changed my mind and want to revoke my certificate)

Figure 15: Changed my mind and revocation option

If you select to revoke, you will be redirected to the Request for revocation page:

/' HARICA

Hellenic Academic & Research Institutions Certification Authority

LCER

mergy Regulators
Certification Authority Your request for the revocation of the certificate with Distinguished Name . _
7z seri = i, OU=Class B - Private Key created and stored in
Certificate Issuance
software CSP, O=Agency for the Coop ion of Energy , L=Ljublj C=SI has been successfully
Certificate Revocation submitted. You will be notified by e-mail when the revocation procedure is complete.

Certificate Search
‘ARIS

ACER REMIT Information System

Figure 16: Changed my mind and revocation message

In addition, you will receive the email below:

The certificate revocation for the entity with Distinguished Name: . serialNumber= .
OU=Class B - Private Key created and stored in software CSP, O=Agency for the Cooperation of Energy Reguhtors,
L=Ljubljana, C=SIandserial hasbeen successfully completed.

Your certificate was revoked at: 26-10-2018 14:27:25 (Europe/Athens).

HARICA Public Key Infrastructure.

Figure 17: Changed my mind automatic email
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Important notice:

If you are using Internet Explorer, the process will be finalised at this step. If you
are using Microsoft Edge, Google Chrome or Mozilla, you will be directed to Step
3 before completing the process. You must unlock the certificate by providing
the password you inserted in Step 5 of Section 2.1 of this manual.

Step 3. Enter the password you entered in Step 5 of Section 2.2 and click on Unlock
private key.

HARICA

| A Hellenic Academic & Research Institutions Certification Authority

ACER

Certification Authority

Private key protection

Please insert your private key's password to unlock it

Certificate Issuance

[rereeeed || Unlock private key |

Certificate Revocation
Certificate Search
‘ARIS

ACER REMIT Information System

The revocation code for this certificate is DEOYQDAHMPEGGZPE. This revocation code must be kept in a safe place.
This code can be used to revoke your certificate if it is necessary (for example, to apply for a new certificate in case you
lost your secret key). Even if this certificate has not been properly instalied it has to be revoked before requesting a new
one using this code.

Figure 18: Unlock private key in Microsoft Edge, Mozilla Firefox and Google Chrome

Step 4.  Click on Download certificate & private key.

/ HARICA

A Hellenic Academic & Research Institutions Certification Authority

ACER
| Bttty
Certification Authority
Certificate Issuance
Certificate Revocation
Certificate Search
‘ARIS

ACER REMIT Information System

Acceptance of certificate with Distinguished Name | , serialNumber=

, OU=Class B - Private Key created and stored in software CSP, O=Agency for the
C ion of Energy L=Ljublj; C=SI which has been issued from 26-10-2018 until 25-10-
2020.

I | Download certificate & private key | I

The revocation code for this certificate is DEOYQDAHMPEGGZPE. This revocation code must be kept in a safe place.
This code can be used to revoke your certificate if it is necessary (for example, to apply for a new certificate in case you
lost your secret key). Even if this certificate has not been properly installed it has to be revoked before requesting a new
one using this code.

Figure 19: Download certificate and private key
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Please save your certificate. To redownload your P12 file please dlick here.

You can use the below links to retrieve your certificate in BASE64 and binary format for usage outside the current
browser.

« Retrieve the certificate in BASE64 format.
 Retrieve the certificate in binary format.

ACER REMIT Information System The revocation code for this certificate is DEOYQDAHMPEGGZPE. This revocation code must be kept in a safe place.

This code can be used to revoke your certificate if it s necessary (for example, to apply for a new certficate in case you
m lost your secret key). Even if this certificate has not been properly installed it has to be revoked before requesting a new

one using this code.

':ﬂ haricacert (1).p12

Figure 20: Retrieval of certificate in P12 file and additional options

There are two more options for downloading the public part of the certificate. You can
choose to download it in the BASE64 format, or alternatively in a binary format if the
certificate is intended to be used outside the current browser.

Step 5. After you retrieve your certificate, you will receive a confirmation email. Please
save the email, since it contains important information, such as the revocation
code of your certificate. The certificate is automatically saved in P12 file (this is
the default) and imported into the browser (Internet explorer). For Mozilla Firefox,
the necessary steps to import the certificate are presented in the following
paragraphs (Section 2.6).

Dear SirMadam,
We would like to inform you that your ARIS digital certificate with the following Distinguished Name b
serialNumber=! , OU=Class B - Private Key created and stored in software CSP, O=Agency for the|

Cooperation of Energy Reguh(on, L=Ljubljan—a, C=SI which was issued on 2018-10-26 (Europe’/Athens) has been successfully retrieved.
The revocation code is DEOYQDAHMPEGGZPE.
Please keep this message for future reference.

Please do not reply to this e-mail. In case of any questions please contact ARIS CSD (servicedesk@support.acer-remit.eu)

HARICA Public Key Infrastructure

Figure 21: Email on successful issuing of client digital certificate
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2.4 Rejection message

In case ACER does not approve the issuing of a digital certificate for a user, the following email
providing the reason for rejection of the request will be received by the end user.

Dear Sir/Madam,

Your certificate request for the entity with Distinguished Name , serialNumber:
, OU=Class B - Private Key created and stored in software CSP, O=Agency for the Cooperation of Energy Regulators,
L—L]ubl]ana C=SI has been rejected.

The validator has left the following feedback:
The details supplied are not correct. Please proceed by following the instructions.

Please contact the ARIS CSD (servicedesk@support.acer-remit.eu) for further details

HARICA Public Key Infrastructure

2.5 Expiration message

The ARIS digital certificate issued by CA HARICA is normally valid for a period of two years.
Users will receive three expiration notices by email: the first one will be sent 30 days before
the certificate expiration, the second one 15 days before the expiration, and the last one two
days before the expiration.
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2.6 Importing the certificate into the Windows certificate store

1. Double click the haricacert.p12 to launch Certificate Import Wizard.

Type: Personal Information Exchange
Size: 6,38 KB
Date modified: 14/5/2018 1:03 pp

2. Choose Next.

Certificate Import Wi

Welcome to the Certificate Import
Wizard

/: This wizard helps you copy certificates, certificate trust

- lists, and certificate revocation lists from your disk to a

g_:;? certificate store.
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dlick Next.

3. Choose Next.

Certificate Import Wi |

File to Import
Specify the file you want to import.

File name:
[i\ccF2\dfs WwinHome \home ikosto\Desktop \haricacert.p 12]
Note: More than one certificate can be stored in  single file in the following formats: l

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P78)
Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

<Back [ mext> ] [ cancel
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4. Enter the password you used to protect the private key when issuing your Certificate.

Press Next.

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ ]

[/]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to badk up or transport your
keys at a later time.

[#]Indude all extended properties.

Learn mare about protecting private keys

<Back || mext> | [ cancel

5. Choose Next.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

Automatically select the certificate store based on the type ofoertiﬁabel

() Place all certificates in the following store |

Certificate store:

“ Browse... |

Learn more about certificate stores

<gack [ next> | [ cancel
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6. Choose Finish.

Certificate Import Wi Cx

Completing the Certificate Import
Wizard

0 The certificate will be imported after you dlick Finish.

You have spedified the following settings:

[T e e Automatically determined by l

Content PFX.
File Name Weef2\dfstwinHome \home ko

<Back |[ Fmsh | [ cancel

7. Press Set Security Level.

r ——
Impaorting a new private exchange

An application is creating a Protected tem.

CryptoAP| Private Key

Securty level set to High Set Security Level...

ok || Cancel || Detais.. |

8. We recommend setting this level to ‘High’. Set a new password to protect your
certificate’s private key. Press Finish.

-
Create a Password g
Pu——— — — —
Create a password to protect this item

Create a new password for this item

Password for: CryptoAP| Private Key

Confimm:
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9. Choose OK.

Importing a new private exchange

An application is creating a Protected item

CryptoAP| Private Key

Security level set to High

Set Security Level..

| [ cancel || Detis.. |

| ok

= B
Certificate Import Wizard I M

' @ The import was successful,

10. Your certificate with the private key is now added to the Windows certificate store.

General I Security I Privacy I Content IConnections I Programs I Advanced

Certificates

Use certificates for encrypted connections and identification.

I Clear 55L state Il Certificates I[ Publishers ]

AutoComplete

3 AutoComplete stores previous entries

on webpages and suggests matches
Feeds and Web Slices

for you.
@ Feeds and Web Slices provide updated
B

F| content from websites that can be
read in Internet Explorer and other
programs.

£l

Certificates

Intended purpose: [<AJI>

7

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * | *

Issued To

Issued By

Expiratio

Friendly Name

Certificate intended purposes

Learn more about certificates

Client Authentication, Secure Email, Document Signing

HARICA-ManagementCA 26/5/2019 —
l'_T."]a-—- - . Communications Server 1/2/2016 <MNone>
@ - - Aristotle University of T...  11/4/2019  <None>
L'_n.' Aristotle University of T...  5/4/2018 <Monex
o - Aristotle University of T...  1/5/2020 <MNone>
i I | 3
e e —
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2.7 Importing the certificate into Mozilla Firefox

1. Open Firefox. Click on the icon with the three parallel horizontal lines and select
Options from the drop-down list.

n @ E|
a

B} New Window Ctrl+N
©9 New Private Window Ctrl+Shift-P

B3 Restore Previous Session
Zoom - 1w00% 4 A
Edit ¥ b B8

I\ Library >
o Add-ons Ctrl+Shift+A
| % options ]

,/ Customize..,

Open File... Ctrl+0
Save Page As... Cirl+$S
= Print..

Q, Findin This Page.. Ctrl+F
More >
Web Developer >

@ Help >

® Exit Ctrl+ Shift+ Q

2. Choose Privacy & Security from the menu and scroll down to the Certificates
section. Click on View Certificates.

< c @ ©

aboutipreferences#privacy

¥ General Firefox Data Collection and Use

Q Search We strive to provide you with choices and collect only what we need to provide and improve
Firefox for everyone. We always ask permission before receiving personal information.

Privacy Notice

Allow Firefox to send technical and interaction data to Mozilla Learn more

&5 Firefox Account

Allow Firefox to install and run studies View Firefox Studies

Allow Firefox to send crash reports to Mozilla Learn more

Security

Deceptive Content and Dangerous Software Protection
Block dangerous and deceptive content Learn more
Block dangerous downloads

Warn you about unwanted and uncommon software

Certificates

‘When a server requests your personal certificate
Select one automatically

® Ask you every time

= Query OCSP responder servers to confirm the current validity of

certificates = .
@ Firefox Support Security Devices..
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3. Click on the Your Certificates tab and press Import.

Certificate Manager x

People Servers Authorities Others

You have certificates from these organizations that identify you

Certificate Name Security Device Serial Number Expires On B
Software Security Device ... Thursday, April 11, 2019
Software Security Device Sunday, May 26, 2019

View Backup.. Backup All... Delete...

oK

4. Browse and select the P12 file that contains your certificate with the private key.
Press Open.

~ Name Dote modified Type Size
‘ . firefox certficate import 14/5/2018 205 pys File Folder
— 3 hosted ssl 10/5/2018 1148wy File folder
. windows certificate import 14/5/2018 13 pyt File folder
b ) haricacertpl2 14/5/2018 103 pp_ Personal Informati,
equence L
e
Uploads
ents
|
pro
hots
ia (1)

= ol . ] b
File name: haricacert.pl2 ~  [PKCSL2 Files (.p127ph0) -
=0

5. Enter the password you used to protect the private key when issuing your certificate.
Press OK.

Password Required @ pires O|

e Please enter the password that was used to encrypt this certificate backup:

ni

rsday, Al

day, Ma
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6. Your personal certificate with the private key is now added to the Firefox certificate
store.

Certificate Manager X

Your Certificates People Servers Authorities Others

You have certificates from these organizations that identify you

Certificate Name Security Device Serial Number Expires On B
Software Security Device .. Thursday, April 11, 2019
Software Security Device Sunday, May 26, 2019
aHellenic Academic and Research Insti...
r Software Security Device 4 Wednesday, May 13, 2020
View.. Backup.. Backup All... Import... Delete...

oK
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2.8 Importing the certificate into Chrome

1. Open Chrome and click on the icon with the three vertical dots and select Settings
from the drop-down list.
c -

New window Ctrl+N

/ § ARICA = New incognita window  Cirl=Shift=N

Hellenic Academic & Research Institutions Certification Authority History »

€

c

& https//acer.dev.harica.gr/securefissue_user.php

Downloads Ctrl+)
Bookmarks »

Zoom - 100% +

Print... Ctrl+P
Cast...

Please enter your e-mail address and your full name. Then click "NEXT" to initiate the ARIS User Digital Certificate re(
process. Find... Crrl+F

. More tools 4
Subscriber's Full name :

E-mail Address : Edit Cut Copy Paste

ARIS Co—

ACER REMIT Information System Felp »

it

2. Scroll down and click on the Advanced option.

On startup
()  Openthe New Tab page
@ Continue where you left off

() Open a specific page or set of pages

Advanced -

3. Scroll down and click on Manage Certificates.

Manage certificates 2
Manage HTTPS/SSL certificates and seftings

Content settings
Control what information websites can use and what content they can show you

Clear browsing data
Clear history, cookies, cache, and more
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4. Click on Import.

= Settings Q, Search settings

By turning this off, you can sign in to Google sites like Gmail without signing in to Chrom

tvice to help complete searches and URLs typed in the address bar
Intended purpose: <All> v

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior| * | * | tvice to load pages more quickly

Issued To Issued By Expiratio...  Friendly Name

& 272022 <None> 0 help resolve navigation errors
= 10/24/2020  <None>

(&3] 10/24/2020 <None>

53 10/18/2020  Private Key

jur device from dangerous sites

3rowsing
n information and page content to Google

usage statistics and crash reperts to Google
Export... Remove Advanced

Certificate intended purposes

0 help resolve spelling errors
Client Authentication ting by sending what you type in the browser to Google
View

tk" request with your browsing traffic

Close

Allow sites to check if you have payment methods saved

Manage certificates
Manage HTTPS/SSL certificates and settings

5. Follow the same process as described in ‘2.6 Import certificate in Windows certificate
store’, starting from Step 2.
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2.9 Steps for a client certificate revocation

The following steps show how to revoke a client certificate. Start via:

A. www.acer-remit.eu/certificates for the production environment, or

B. https://pilot.test-acer-remit.eu/certificates for the test environment

The revocation reasons can be one of the following:

Certificate is no longer in use
Certificate values are not valid
Lost private key

Exposed private key

Step 1: Visit www.acer-remit.eu/certificates and select the link under the client (user)
certificates tab.
For the test environment, use https://pilot.test-acer-remit.eu/certificates.

ACER AR1s

ACER REMIT Information Systam

‘Welcome to the ARIS Digital Certificates service

Before continuing, please read the Subscriber agreement and the Privacy Policy in the section 9 of the PKI Disclosure statement
as well as in the respective Data Privacy Policy document. The Data Retention Policy is available in section 5.5.2 of the
Certification Policy and Certification Practices Statement. It is mandatory to review rights and obligations that you may have for
the proper usage of the certificates, by checking the document "Issuance of Digital Certificates using HARICA Trusted
Authority" which is available here.

All the relevant documentation for practices and policies can be found here.
Client (user) certificates

Please use this link to revoke your certificate.

Machine-to-Machine certificates
Please use this link to request a machine-to-machine certificate.
Please use this link to revoke a machine-to-machine certificate.

Support

The instructions for requesting and revoking certificates are documented in "PKI Digital Certificates User Manual" which is
available here.

Please contact the ARIS Central Service Desk ( servicedesk @ support.acer-remit.cu ) in case you require additional support.

Figure 22: Starting page link to the revocation process of client digital certificate
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Step 2 : Enter your email address and the revocation code, as well the reason for
revoking the certificate.

v'HARICA

Hellenic Academic & Research Institutions Certification Authority

ACER

[ LT
Certification Authority
Certificate Issuance
Certificate Revocation
Certificate Search

‘ARIS

ACER REMIT Information System

ARIS User Digital Certificate revocation

A digital certificate revocation request can only be submitted by the owner of that certificate.

Please enter your e-mail address, the revocation code you received during the acceptance-retrieval of the certificate and
the reason you are requesting this revocation.

E-mail address :
Rewcatoncode: |

Revocation reason : [-—- Select — v
Submit the request

Note: In case you have lost the revocation code please contact the ARIS CSD ( servicedesk at support.acer-remit.eu )

Select the revocation reason as depicted below:

v'HARICA

Hellenic Academic & Research Institutions Certification Authority

ACER

- M}t«, for the (‘.oq-m.ou

Certification Authority
Certificate Issuance
Certificate Revocation
Certificate Search

‘ARIS

ACER REMIT Information System

A digital certificate revocation request can only be submitted by the owner of that certificate.

Please enter your e-mail address, the revocation code you received during the acceptance-retrieval of the certificate and

the reason you are requesting this revocation.

S —

Revocation code :

Revocation reason|

Note: In case you have lost the revocation codela at support.acer-remit.eu )
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You

can find your revocation code in the email containing information about the client certificate

retrieval (see below). In case you cannot find the email or you lost the revocation code, please
contact the ARIS Central Service Desk (ARIS CSD).

Dear SirMadam,

We would like to inform you that your ARIS digital certificate with the following Distinguished Name
serialNumber=! OU=Class B - Private Key created and stored in software CSP, 0=Agency for the
Cooperation of Energy Regulators, L=Ljubljana, C=SI which was issued on 2018-10-26 (Europe/Athens) has been successfully retrieved.

The revocation code is HTIMUKGGYBDRYTGQU.

Please keep this message for future reference.

Please do not reply to this e-mail. In case of any questions please contact ARIS CSD (servicedesk@support.acer-remit.eu)

HARICA Public Key Infrastructure

If you have the revocation code, please provide the information on the revocation home page

and

click on Submit the request.

/'HARICA

Hellenic Academic & Research Institutions Certification Authority

Fm‘y Regulators

Certification Authority A digital certificate revocation request can only be submitted by the owner of that certificate.

Certificate Issuance Please enter your e-mail address, the revocation code you received during the acceptance-retrieval of the certificate and

Certificate Revocation the reason you are requesting this revocation.

Certificate Search E-mail address : :}
ARILS .

ACER REMIT Information System ificate is no |

Revocation reason : [T LI S V|
ll Note: In case you have lost the revocation code please contact the ARIS CSD ( servicedesk at support.acer-remit.eu )

Step 3: You will then receive the following information.

v'HARICA

Hellenic Academic & Research Institutions Certification Authority

ACER —
AGEY et

Certification Authority Your request for the revocation of the certificate with Distinguished Name |
=( OU=Class B - Private Key created and stored in
Certificate Issuance
software CSP, 0=Agency for the Coop ion of Energy L=Ljublj: C=SI has been successfully
Certificate Revocation submitted. You will be notified by e-mail when the revocation procedure is complete.

Certificate Search

‘ARIS

ACER REMIT Information System
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Step 4: You will receive an email informing you of the details of your action and that
your revocation has been completed.

The certificate revocation for the entity with Distinguished Name: | serialNumber=|
OU=Class B - Private Key created and stored in softwvare CSP, O=Agency for the Cooperation of Energy Regulators,
L=Ljubljana, C=SI and serial SA38CD182A3BE42B has been successfully completed.

Your certificate was revoked at: 26-10-2018 15:39:44 (Europe/Athens).

HARICA Public Key Infrastructure.

Your client (user) certificate is now revoked. No further actions are needed.
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3 ARIS machine-to-machine certificate request

The following steps show how to request a machine-to-machine certificate. Start via:

A. www.acer-remit.eu/certificates for the production environment, or

B. https://pilot.test-acer-remit.eu/certificates for the test environment

3.1 Steps for machine-to-machine certificate request

Important notice:

The basic prerequisite for requesting a machine-to-machine certificate for ARIS
is to have an already valid HARICA ARIS client (user) digital certificate
imported in your browser.

ONLY FOR TEST CERTIFICATES: In order for the client computer to consider
the test certificates as trusted, the test root CA certificate has to be manually
installed as a ‘Trusted Root Certification Authority’ certificate. The test root CA
certificate can be obtained from this link:

https://www.dev.harica.gr/certs/StagingHaricaRootCA2015.der

Please note that on some computers specific user privileges may be required
to install the test root CA certificate.
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Step 1 : Visit www.acer-remit.eu/certificates (or https://pilot.test-acer-remit.eu/certificates
for the test environment) and select the link under the client (user) certificates
tab.

AC E R ARIS

ACER REMIT Information Systam

Welcome to the ARIS Digital Certificates service

Before continuing, please read the Subscriber agreement and the Privacy Policy in the section 9 of the PKI Disclosure statement
as well as in the respective Data Privacy Policy document. The Data Retention Policy is available in section 5.5.2 of the
Certification Policy and Certification Practices Statement. It is mandatory to review rights and obligations that you may have for
the proper usage of the certificates, by checking the document "Issuance of Digital Certificates using HARICA Trusted
Authority" which is available here.

All the relevant documentation for practices and policies can be found here.

Client (user) certificates
Please use this link to request your certificate.
Please use this link to revoke your certificate.

| Please use this link to request a machine-to-machine certificate.
Please use this link to revoke a machine-to-machine certificate.

Support

The instructions for requesting and revoking certificates are documented in "PKI Digital Certificates User Manual" which is
available here.

Please contact the ARIS Central Service Desk ( servicedesk @ support.acer-remit.eu ) in case you require additional support.

Figure 23: Starting page and machine-to-machine selection

Step 2: Please enter a Certificate Name (FQDN) for your machine-to-machine ARIS
digital certificate below.

For validation purposes, the name needs to be unique and has to be in the form
of yourmachinename.yourorganisationname.yourcountrydomain

The field yourcountrydomain is the standard two-letter country domain (e.g.
.si for Slovenia).

Note that this name is only used for naming the requested certificate — no
configuration of this name has to be done on your machine.

Then, press Next in order to authenticate with your client certificate and initiate
the machine-to-machine certificate request.

The domain yourorganisationname.yourcountrydomain should be the
whitelisted domain for your organisation.

If, for any reason, your domain is not authorised, this authorisation can
be done by opening aticket via servicedesk@support.acer-remit.eu.
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/' HARICA

Hellenic Academic & Research Institutions Certification Authority

Agency for the Cooper:
| ittty
Certification Authority
Certificate Issuance
Certificate Revocation

Certificate Search

‘ARIS

A request for a machine-to-machine digital certificate can be submitted only by users who are already holders of an

appropriate ARIS User Digital Certificate.

Please enter a certificate name, following the naming scheme YourMachi YourOrganization.tid, where
YourOrganization.tid is normally a domain part of the email address used when requesting an ARIS User Digital Certificate
for physical user (if your organisation's domain name is not whitelisted yet and you keep seeing this message, please
contact servicedesk at support.acer-remit.eu ). Then press "Next" to authenticate with your user certificate and start the
certificate request procedure.

ACER REMIT Information Sy

Certificate Name (FQDN):

Figure 24: Initial page in order to insert the details for the machine (Certificate Name)

Step 3: Select your certificate for ARIS in order to authenticate and press OK.

/' HARICA

Hellenic Academic & Research Institutions Certification Authority

A for the Ce ion
WA o™
Certification Authority
Certificate Issuance
Certificate Revocation

Certificate Search

‘ARI1S

ACER REMIT Information System

A request for a machine-to-machine digital certificate can be submitted only by users who are already holders of an
appropriate ARIS User Digital Certificate.

[r— x
Please enter a certificate | Select a Certificate jurMachineName.YourOrganization.tid, where
YourOr ion.tid is n| less used when requesting an ARIS User Digital Certificate
for physical user (if your elisted yet and you keep seeing this message, please
contact i at sy Vaid t" to authenticate with your user certificate and start the

certificate request proced|

Certificate Name (FQDN)  [INEGERINNN MG

Step 4 : Then select Generate new CSR in order to create a new private key and a Code
Signing Request for your machine-to-machine-certificate.
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Certificate Policy Acceptance

I, _ (Your name in english) declare that by applying for a HARICA Certificate, I have read and
agreed with HARICA's Terms and Conditions and Certification Practices . Moreover, I declare that I will always adhere to

this agreement for machine 1

Official Identity Declaration

1 officially declare that at the time of this request my full name is L wis(your name in english), my
e-mail address ,» 1 am legally in possession of a digital certificate with the Distinguished Name

ilAddi N=, 8,0U=Class B -
Private Key created and stored in software CSP,0=Agency for the Cooperation of Energy

L=Ljublj C=SI, I am ible for the machine named |..................r and the fields contained

in its certificate: 0=Agency for the Cooperation of Energy Regulators, L=Ljubljana,
C=8I are true and valid.

Please press the following button to ically g a new private key and Certificate Signing Request with the
Distingui Nam ', 0=Agency for the Coop ion of Energy I} L=Ljublj
C=SI.

m
It looks like you are using Internet Explorer. If you want to take ady ge of the ic key g ion functions for

a machine-to-machine Certificate, please use another browser like Chrome, Edge or Firefox

Figure 25: Generate CSR selection
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Step 5: The next step is to export a private key and insert a password to protect it.

/' HARICA

Hellenic Academic & Research Institutions Certification Authority

ACER

Energy Regulators
Cactification Authority Certificate Policy Acceptance

Certificate Issuance
I, (Your name in english) declare that by applying for a HARICA Certificate, I have read and
SAEFICIS Fmoction agreed with HARICA's Terms and Conditions and Certification Practices . Moreover, I declare that I will always adhere to

Certificate Search this agreement for machine |

A R I S Official Identity Declaration
ACER REMIT Information System

I officially declare that at the time of this request my full name i (your name in english), my
m e-mail address is, , 1 am legally in possession of a digital certificate with the Distinguished Name

emailAddress: - - ,CN3 . i, serialNumber: OU=Class B -
Private Key created and stored in software CSP,0=Agency for the Cooperation of Energy

g\ s, L=Ljublj; C=SI, I am le for the machine named o and the fields contained
In its certificate: ( ., O=Agency for the Cooperation of Energy Regulators, L=Ljubljana,

C=SI are true and valid.

Private key protection

A new ﬂa!e ﬂ has been created for you, please insert a password to protect it

Please repeat the password

|esecccee -~

|§
|
i

Figure 26: Export private key and password insertion for protecting the private key

After saving your private key, continue by selecting | have saved my private key
and | won’t forget the password.

= =) = T ™ . ™

xhIEbHHCHERDCKACOEwg 3301 L1 9p5ibyZ ood8dASUHykT+ig+XRzUgsuNVHOwtws

5YJcihZRpNE0qMaPTel PQulyVEYOnPTdKn] keH1 6WSAPHZONEM 2 FofOBAKR TxH
I+zXKPCEmbr 4 cKzXwRWYBITYKZBS0XuS VI X CVomkVU Ve zA0 tat i DTV aXI7
—————END RSA PRIVATE KEY--———-

'ou can download the private key from here.

ote for IE users: Due to limitations of your browser, the above link may not work. In such case please copy the
rivate Key text, paste it in your preferred text editor and save the file.

| have saved my private key and | won't forget the password I

Figure 27: Save the private key
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Note for IE users: If you are using Internet Explorer, the link “You can download
the private key from here’ does not work (this is a known issue of this browser).

To manually save the private key, please copy the text between the lines

(including the first and last row) and paste it into a text document and then save
it as the machine-to-machine certificate’s private key.

This is your encrypted private key, please store it in a safe place.

You won't be able to use your certificate without it!!!

————— BEGIN RSA FRIVATE EEY-————-

Proc-Type: 4,ENCRYPIED
DEK-Info: AES-256-CBC,DBESSEAE6DDDFSZ276F374C4B28938761

EJzMzeCHENIBPE/ ngJ FJoepMIQx k2 0PqTCMSEJI SRG+mRehr IGFLVe2hOWVhUHvu+

1BwZZ5gVaHabydg0kdsXqVpWsr9finYkalCnlfqAStypsHd0LmsbZRGSET4U3h0

JIoKIHvZ &+ 0PQTux /HEFOSEUK1 X 4ok, loavwet+d]) 1++5MbEkIS 9% L1hkIY+g1Z1
vEIPCgIwilGOBitEVINnEPoj 3JCilpariclxjpcdigeSE2mGE LEENDLNLSHVCE /pS
*hIbbHHCNEHDCKRACOEwg3J01L1 8p5jbyZoodBdARTHykJ+] g+XRelgsuNVHOwtws

I+zXKPcimbrdcKe EWRWYEJ T YKZB S 0XuS VI CVomKVUVedzA0 t gt iDTVEmWW 3XN7

————— END BSA PRIVATE KEY——--—-

You can download the private key from here.
Note for IE users: Due to limitations of your browser, the above link may not work. In such case please copy the
Private Key text, paste it in your preferred text editor and save the file.

I | have saved my private key and | won't forget the password u

Figure 28: Save the private key (workaround for IE)
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Step 6: You have to upload a filled out form for requesting a machine-to-machine

certificate. The  form is available here: https://documents.acer-

remit.eu/category/remit-reporting-user-package/

Please refer to Section 2.1 of this document for information on how to fill out the
form. Please make sure you enter the Certificate Name (FQDN) according to the

instructions in Step 2 of Section 3.1.

/' HARICA

A Mellonic Academic & Research Institutions Certification Authority

ACER
-

y s e Componcran
b

ARIS
ACER REMIT Information System

Centificate Policy Acceptance

L 5 (Your name in english) declare that by applying for 3 HARICA Certficate, | have read and
000 with HARICA'S Terms and Condtions and Certification Practices . Moncover, | declace that T will Jhwarys adhere to

this agreement for machissmmnnssnssgy

Official ldentity Declaration

1 officially declare That ¢ the time of ths request my full name & K your name in eoghsh), my
emad address o -~ o, 1 am legally in possession of 3 Ggtal certficate with the Distingushed Name
emailAddros LLON A serialNumber “Class 8
Private Key creatod and stored in software CSP,0 © Agency for the Cooperation of Energy

Regulators,L =L jubljana,C=S1, 1 am responsbie for the machme named, r and the feids contaned
In &5 contificate ', 0" Agency for the Coop of Energy Reg Lot jubljana,

C=ST Mo true and vald,

This & your encrypted private key, ploate store £ In 2 safe place.
You won't be able to use your certificate without it

Private key generated

~

You can download the private key from hece.

1 agree to the Terms of Use and m o A) e to-machine digital certificate.

Figure 29: Form upload for machine-to-machine
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Step 7: After uploading the necessary form, click on Request.

You can download the private key from here.

Form upload:

Figure 30: Request for machine-to-machine certificate

Step 8 : The next screen informs you that the request has been successfully submitted
and is under validation.

/ HARICA

Hellenic Academic & Research Institutions Certification Authority

ACER

Agency for the Cooperat
[ Beismdutution sy
Certification Authority
Certificate Issuance

Certificate Revocation

Request submitted

Your request for a digital certificate with the detaily ., O=Agency for the Cooperation of

Energy Regulators, L=Ljubljana, C=SI has been successfully submitted.

Certificate Search

‘ARIS

ACER REMIT Information System

After approval of your request by ACER you will receive an e-mail from HARICA with further instructions on how to obtain
an ARIS digital certificate. If the e-mail is not received in 5 working days please contact the ARIS CSD ( servicedesk at

support.acer-remit.eu ).

Figure 31: Request submitted information screen

In case a user tries to upload a file that does not fulfill the requirements (regarding
resolution or size), the following error message will appear. You are kindly requested to
start over the machine-to-machine certificate request process.

v'HARICA

‘ 4 Hellenic Academic & Research Institutions Certification Authority

Agency for the Cooperation
E gy Repslisces

Certification Authority

Please make sure scanned documents have a resolution of at least 400x400px and do not exceed 2MB in size.

Certificate Issuance In case this error page is not supposed to come up, please contact servicedesk at support.acer-remit.eu .

Certificate Revocation

Certificate Search
‘ARIS

Ai:ER REMIT Information System

Figure 32: Error message when uploading a file not aligned with requirements
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Step 9: Once the certificate application is submitted successfully, you will have to wait
for ACER to check and approve your request.

3.2 Steps for a machine-to-machine certificate retrieval

Step 1. After the approval of your request, you will receive an email to proceed with the
certificate acceptance. Select Get my certificate.

Dear Sir/Madam,

Your certificate request for the entity with Distinguished Name CN= , O=Agency for the Cooperation of Energy Regulators,
L=Ljubljana, C=SI has been processed by the Certificate Authority administrator.

Click the following link using the same intemet browser and computer from which you submitted the request for an ARIS digital certificate in
order to retrieve the certificate:

I o Get my certificate I

If you don’t retrieve your certificate within 30 days it will be automatically revoked.

Please do not reply to this e-mail. In case of any questions please contact the ARIS CSD (servicedesk@support.acer-remit.eu)

HARICA Public Key Infrastructure

Figure 33: Get my certificate e-mail confirmation

Step 2.  Select | accept and want to retrieve my certificate.

CER

Agency for the Cooperation
of Encrgy Reguissors

Certification Authority I, applied for an ARIS digital certificate with the following Distinguished Name

CN-, 0=Agency for the Coop ion of Energy L=Ljublj: C=SI which has
been issued from 29-10-2018 until 28-10-2020.

Certificate Issuance
Certificate Revocation

1 state that I accept the certificate and request to retrieve it according to the Terms and Conditions and the Certification
Certificate Search

ARIS

ACER REMIT Information System

Practices of HARICA.

I- I accept and want to retrieve my certificate I

» I changed my mind and want to revoke my certificate

Figure 34: Certificate retrieval

In case you have changed your mind and do not want to obtain a certificate, please follow Step
2B in Section 2.3 for requesting a client certificate.
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/'HARICA

Hellenic Academic & Research Institutions Certification Authority

mergy Regulators

Certification Authority Acceptance of certificate with Distinguished Name CN=1, _0=Agency for the Cooperation of

Energy Regulators, L=Ljubljana, C=SI which has been issued from 29-10-2018 until 28-10-2020.
Certificate Issuance

Certificate Revocation The revocation code for this certificate is KLINNUIFQAGHNZDN. This revocation code must be kept in a safe place.
This code can be used to revoke your certificate if it is necessary (for example, to apply for a new certificate in case you
Certificate Search

i lost your secret key). Even if this certificate has not been properly installed it has to be revoked before requesting a new

A '.‘ R I S one using this code.

ACER REMIT Information System You can use the below links to retrieve your certificate in BASE64 and binary format.

« Retrieve the certificate in BASE64 format.

« Retrieve the certificate in binary format.

Step 3. The following email will be received by the end user. The process is completed.

Dear SirMadam,

We would like to inform you that your ARIS digital certificate with the following Distinguished Name CN= ' O=Agency for
the Cooperation of Energy Regulators, L=Ljubljana, C=SI which was issued on 2018-10-29 (Europe/Athens) has been successfully retrieved.

The revocation code is KLINNUIFQAGHNZDN.
Please keep this message for future reference.

Please do not reply to this e-mail. In case of any questions please contact ARIS CSD (servicedesk@support.acer-remit.eu)

HARICA Public Key Infrastructure

Figure 35: Confirmation email for machine-to-machine certificate
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3.3 Steps for a machine-to-machine certificate revocation

The following steps show how to revoke a machine-to-machine certificate. Start via:

A. www.acer-remit.eu/certificates for the production environment, or

B. https://pilot.test-acer-remit.eu/certificates for the test environment

The revocation reasons can be one of the following:

Certificate is no longer in use
Certificate values are not valid
Lost private key

Exposed private key

Step 1: Visit www.acer-remit.eu/certificates (or https://pilot.test-acer-remit.eu/certificates
for the test environment) and select the link under the machine-to-machine
certificates tab.

ACER AR1s

ACER REMIT Information System

Welcome to the ARIS Digital Certificates service

Before continuing, please read the Subscriber agreement and the Privacy Policy in the section 9 of the PKI Disclosure statement
as well as in the respective Data Privacy Policy document. The Data Retention Policy is available in section 5.5.2 of the
Certification Policy and Certification Practices Statement. It is mandatory to review rights and obligations that you may have for
the proper usage of the certificates, by checking the document "Issuance of Digital Certificates using HARICA Trusted
Authority" which is available here.

All the relevant documentation for practices and policies can be found here.
Client (user) certificates

Please use this link to request your certificate.

Please use this link to revoke your certificate.

Machine-to-Machine certificates

Please use this link to revoke a machine-to-machine certificate.

Support

The instructions for requesting and revoking certificates are documented in "PKI Digital Certificates User Manual" which is
available here.

Please contact the ARIS Central Service Desk ( servicedesk @ support.acer-remit.cu ) in case you require additional support.

Figure 36: Starting page for machine-to-machine revocation
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Step 2 : Insert the required details and select a revocation reason. After selecting all the

options and providing the requested data, name, code and reason, click on
Submit the request.
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Certificate Search
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Machine-to-machine digital certificate revocation

A digital certificate revocation request can only be submitted by the owner of that certificate.

Please enter the Certificate Name (FQDN), the revocation code you received during the acceptance-retrieval of the
certificate and the reason you are requesting this revocation.

rtificate Name (FQDN):
]

Revocation code :

[ t— V|

Note: In case you have lost the revocation code please contact the ARIS CSD ( servicedesk at support.acer-remit.eu )

v'HARICA

Figure 37: Revocation details

Hellenic Academic & Research Institutions Certification Authority
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Certificate Revocation

Certificate Search
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Machine-to-machine digital certificate revocation
A digital certificate revocation request can only be submitted by the owner of that certificate.

Please enter the Certificate Name (FQDN), the revocation code you received during the acceptance-retrieval of the
certificate and the reason you are requesting this revocation.

Certificate Name (FQDN):

. ]
Revocation code : [FioSiei SRS ST

Revocation reason : JEke:

Certificate values are not valid
Lost private key
ea] Exposed private key

2 support.acer-remit.eu )

Note: In case you have lost the revocation code pl

Step 3:  You will get the following information page.
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Your request for the revocation of the certificate with Disti Name { ', 0=Agency for the
C of Energy L=1 C=SI has been successfully submitted. You will be notified by

e-mail when the revocation procedure is complete.
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Step 4: You will receive the following email containing all the information about the
revocation.

The certificate revocation for the entity with Distinguished Name: O=Agency for the Cooperation of Energy
Regulators, L=Ljubljana, C=SI and serial 170EA1ASF12DDC49 has been successfully completed.

Your certificate was revoked at: 29-10-2018 16:32:04 (Europe/Athens).

HARICA Public Key Infrastructure.

Your machine-to-machine certificate is now revoked. No further actions are needed.
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