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= Short overview of the registration process
= ACER assessment of compliance
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1st |level

2nd Jevel

31 Jevel

Hierarchy of REMIT rules

REMIT Implementing Acts (l1AS)
on the basis of Article 8 of REMIT

Requirements for the registration of RRMs
on the basis of Article 11(1) of the draft I1As

Technical Specifications for RRMs

Manual of Procedures on Transaction and Fundamental Data Reporting
on the basis of Article 10(3) of the draft 1As

Transaction Reporting User Manual (TRUM)
on the basis of Article 5(2) of the draft I1As




ACER Hierarchy of REMIT rules
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Requirements for the registration of RRMs
on the basis of Article 11(1) of the draft I1As

31 Jevel

L

Technical Specifications for RRMs




ACE R RRM Requirements — Legal basis (1/3)

Ag ncy for th
of Energy Regulato

“1. In order to ensure efficient, effective and safe exchange and handling
of information the Agency shall after consulting relevant parties develop
technical and organisational requirements for submitting data. The
Agency shall consult relevant parties on material updates of these
requirements.

The requirements shall:

a) enable the security, confidentiality and completeness of information,
b) enable the identification and correction of errors in data reports,

c) enable the authentication of the source of information,

d) ensure business continuity.

2. The Agency shall assess whether reporting parties comply with the
requirements. Reporting parties who comply with the requirements shall
be registered by the Agency. Entities listed under the first subparagraph
of Article 6(5) shall not be subject to requirements under this Article.”

Article 11 of the Implementing Acts



ACE R RRM Requirements — Legal basis (2/3)

Ag ncy for th
of Energy Regulato

“The Agency should assess reporting parties' compliance with those
requirements. The assessment should ensure a proportionate
treatment of professional third parties handling market participants
data and market participants reporting their own data.”

Recital 10 of the Implementing Acts




ACE R RRM Requirements — Legal basis (3/3)

Ag ncy for th
of Energy Regulato

“3. Persons required to report data referred in Articles 6, 8 and 9 shall
have responsibility for the completeness, accuracy and timely submission
of data to the Agency and, where required so, to national regulatory
authorities.

By way of derogation from that responsibility, where a person referred in
the first subparagraph reports those data through a third party the
person shall not be responsible for failures in the completeness, accuracy
or timely submission of the data which are attributable to the third party.
In those cases the third party shall be responsible for those failures.

Persons referred in the first subparagraph shall nevertheless take
reasonable steps to verify the completeness, accuracy and timeliness of
the data which they submit through third parties.”

Article 11 of Implementing Acts
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= PC on RRM / RIS guidelines (spring 2013)

= Roundtables with relevant stakeholders (second half of 2013
and 2014)

= Discussions with the ENTSOs and TSOs
= PC on RRM requirements (July—August 2014)

= Adoption of RRM requirements and finalisation of technical
specifications document (in parallel with 1As)




AC ER Who shall register?

Any entity reporting trade and / or fundamental data to ACER:

= Organised market places
= Third parties reporting on behalf of the above entities

= Irade repositories }simplified registration
= Approved reporting mechanisms | process?

= ENTSOs

= [S0Os

= LSOs

= SSOs

= Market participants

As regards the contracts listed in Article 4(1) of the IAs, for the time being ACER
does not intend to request information on those contracts. ACER will consult in
due time before establishing RRM requirements applicable for the reporting of

contracts covered by Article 4(1) of the IAs.




éCER Overview of registration process

* MPs — CEREMP

| D E NTl F | CATl O N * Others — online identification form (similar to Sec. 1 &2 of MPs form)

» ACER verifies identity and issues credentials

e Login with ACER’s credentials

TECH N ICAL SPECS ® Online signature of NDA

e Download RRM technical specifications

e Attestation of fulfilment of requirements on security and timely
ATTESTATI O N transmission, input validation, output content, format & validation,
governance, operational reliability

e Undertaking to comply with other requirements

TESTI N G e Reporting of data using test environment

e Successful reporting of a certain % of transactions per data type

e Credentials for access to production environment issued

R EG |ST RATl O N  Registration process completed

» Reporting of data to production environment




AC ER Assessment of compliance

= Internal policies, processes, mechanisms proving compliance
with the requirements must be documented and submitted

= When assessing compliance with the requirements, ACER wiill
ensure a proportionate treatment of the different categories of
reporting entities

= ACER may request additional information

= ACER can consult NRAs / other authorities

= ACER may request compliance report certified by external
auditor

= ACER may discontinue access to ARIS after warning RRM —
associated MPs informed




ACER Registration — Attestation that requirements
- e are met (1/3)

e Mechanism to ensure secure transmission of information to ACER, including:
¢ Non-repudiation

SECURE ¢ Minimise risk of data corruption, unauthorised access and leakages during transmission
TRANSMISSION

® Mechanism to ensure transmission within the reporting deadlines indicated in IAs

e Business continuity mechanisms to guarantee proper handling of incidents that could hamper timely
TIMELY reporting
TRANSMISSION

e Guarantee certainty of:

e Source of information created or collected by the RRM

* Proper authorisation of person submitting info on behalf of MP
VALIDATION OF IR significant risk of corruption in input process

INPUT * |dentify omissions and obvious errors, request and/or initiate re-transmission of any such erroneous or
missing reports




A C E R Registration — Attestation that requirements
e are met (2/3)

e Ability to report data in format defined by ACER

e Commitment to adapt the reporting processes as required by ACER (e.g.

OUTRUT format updates, data quality improvement, etc.)

FORMAT

e The report must contain information prescribed in the Implementing Acts

OUTPUT
CONTENT

e Possibility for MPs to receive information on what data was reported and
OUTPUT on the outcome of the reporting process
VALIDATION




ACER Registration — Attestation that requirements
Il e e are met (3/3)

¢ Internal control mechanisms

¢ Transparent and consistent lines of responsibility

e Sound administrative and accounting procedures

* Robust compliance programme (controls over regulatory requirements and conflict of interest)
¢ Qutsourcing arrangement(s) in compliance with the requirements

e Operational risk policy or framework which

e Inventories the potential operational and regulatory risk the RRM may encounter

OJZRUNEIOL\TANE o Describes the policies for mitigating any operational risk in an efficient and effective manner
RELIABILITY




ACE R Registration — Undertakings (172)

Agnyf the Coo p ratio
fEnegngult

e Undertaking to inform ACER without delay if operations are disrupted

e Undertaking to provide ACER within 15 working days with a report on the reasons for
disruption and actions taken to prevent future incidents

¢ Ability to demonstrate that no information was unreported or lost

DISRUPTION

e Undertaking to immediately notify ACER of the breach

e Undertaking to provide ACER within 15 working days with a report on the reasons for

SECURITY security breach and actions taken to prevent future incidents
BREACH

* Provide ACER with names and contact details of staff in charge of assisting ACER with its
regulatory responsibilities

CONTACT e Undertaking to timely update such contact details
PERSONS




ACE R Registration — Undertakings (272)

Agncyf the Coo p ratio
fEnegngult

e Undertaking to timely reply to ACER’s requests for clarification concerning application
and/or operation of the RRM

2926 \Haurer  ® Undertaking to provide information/evidence ACER may request concerning application

Nela:1:12elt)2yp  and/or operation of the RRM

e Undertaking to meet requirements at all time
ONGOING

COMPLIANCE




AC ER Key technical prerequisites for reporting

= Registration finalised

= Certificates issued/obtained

= PGP keys generated and signed by ACER
= Accounts/credentials created

= Interfaces in place

= Testing completed

= Data available




ACE R Technical description of the reporting process

A ncy for the Coo p ratio
fEnegngul

Inbound data flow:

At least 1 file shall be submitted by the RRM containing the transactions
being reported. If a RRM has no transactions to report, then no submission is
required; however, a submission with no entries is also accepted.

The RRM can submit multiple transaction report files. Each file must be identified in
sequence and submitted sequentially by the RRM.

Market Participant A
Reports (o RRM

RRM Uploads fila
through web
browsar

—
RRM RRM Uploads fila "'gﬂﬂ? ACER Ciata
Authenticates / through web o Collection Instancs
Signs Fila (&) EErVica i Walidates data
A
"
Markat Parlicipant X REM Uploads fila
Raports to RRM through SFTF




AC ER Technical description of the reporting process

Outbound data flow:

ACER shall produce a receipt for each report file submitted by a reporting RRM.

Receipts will be issued to confirm acceptance/rejection of the submitted file as well
as every particular logical record (e.g. transaction, order) within the file.

RAM Dewrloads fle Miarkat Parfidpant A
Hireugh web Giets racaipt from

browser RRM

ACER Cala ﬁj:: ACER makes FRM Dawnloads file RRM REM
Colsction Ingtance | nacedpt avalable o ihreugh weg q Collecls regeipl Generales Markel
Validatas dals P nlnunea (B E sarvice thiraisgh serdicas Farticipant Racsipt

Iarket Pardicpant X
Gels receipl from
RREM

RRM Dowrioads file
Hisiigh SFTP
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RRMs shall be able to provide transaction reports to
ACER through the following interfaces:

= Static file upload via SFTP using SSH authentication
= Automated file upload via secure web services
= Interactive user uploads through the RRM reporting web interface

RRMs shall be able to access receipts for reported
transactions to ACER through the following interfaces:

= Static file download via SFTP using SSH authentication
= Automated file download via secure web services
= Interactive user download/viewing through the RRM reporting web

Interface




ACER Interfaces

- Agency for the Cooperation
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AC ER The way forward

m Ongoing development of the RRM registration tool and review of the
RRM Requirements based on the feedback received

m Possible testing of RRM registration tool by relevant parties in
December/January

m First edition of the RRM Requirements will be made public upon the
entry into force of the IAs

m Start of RRM registration upon entry into force of the IAs




ACER RRM Registration Tool - 1
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éCER RRM Registration Tool - 2
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ACER RRM Registration Tool - 3
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ACER RRM Registration Tool - 4
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RRM Registration Tool - 5

A9 O s (= [DCI] RRM Admin Registration Invitation - Message (HTML) o 2B =
% Message McAfee E-mail Scan Adobe PDF & 0
= : 2 =+ = i . | G > £
& ignore x | ” B2, Meeting 2} Lutech Deliverab... g} To Manager 53 _\3 Rules (¥ Mark Unread aﬁ 34 Find L_{
= 34 Team E-mail « Done o @(JneNot-e Eﬁ Categorize ~ ‘h Related -
~ Delete  Reply Reply Forward B, - \ = Move Translate aom
st Al @ More™ | ;% Reply &Delete "7 Create New = | . ) Acions~ | ¥ Follow Up - - g select~
Delete Respond Quick Steps " Move Tags - Editing Zoom
From: Sent:  Mon 12/8/2014 5:31 PM
Tot .
Cc
Subjeck [DCD) RRM Admin Registration Invitation
: x|
Dear Sir"Madam, -
a Reporting Entity has invited you to create an account as a Reporting Entity User
To continue with the registration click on the following link to setup a RRM Admin Account
Start RRM Admin Registration
The Agency for the Cooperation of Energy Regulators
Click on a photo te see social network updates and email messages from this person. 2o
Connect to social networks to show profile photos and activity updates of your colleagues in Qutlook. Click here to add networks. x

& (Wi |l (A1) <)

o

I

€




ACER RRM Registration Tool - 6
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'-.&RISDCI
€ - C ff @ htpsy/, o W?code=1418056260010 Qv =

ARIS DCI # Home 1 lLogin

Email: *

Retype Email:

Phone: *

Fax

Select RRM Authority * RRM Administrator v

Power of Attorney: * |C|"L. se File | No file chosen

No file chosen

Written Application | Choose File |
Form: *

Public Key: *

R = )




éCER RRM Registration Tool - 7

A H9 B e +|= [DCI] User account creation - Message (HTML) = B =

T pessage MeAfee E-mail Scan Adobe PDF & @
= i : . p 2 P
A = o . .
Suonoe P (G Y ) Bhmesting |[25 1tech Devera. & ToManager S her | @ukioosd| gY, M | @)

’ﬁ‘i 34 Team E-mail & Done o @OneNote 5" Categorize = u_& Related =
» Delete | Reply Reply Forward i, - : = Mave Translate | Zoam
& Junk Al @ More i=d Reply & Delete 47 Create New - - [ Adions - | ¥ Follow Up - 2 s selet ~

Delate Respond Quick Steps . Move Tags . Editing Zoom

From: Sent Mon 12/8/2014 5:53 PM
Toi

Ca

Subject: [D{T) User account creation

Dear = = 7

[» &3

You can now access ARIS DCI with the following username:

635049

You have been associated with ACER Company

If prompted for a Company ID use the following: B00000512.8I

Click on the following link to activate vour account, consider vou might be required to provide further information (e.g. initial password, etc):

Activate account

Click on a photo to see social network updates and email messages from this person. g

Connect to social networks to show profile photos and activity updates of your colleagues in Outlook. Click here to add networks. x

Bl .

-‘ s

Lo | 05 [P | (WL (2 L)
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éCER RRM Registration Tool - 8

' B ARIS DCI x

€ > C &8 hupsy implLogged=rfalsedactive @ ¥ ¥¢| =
ARIS DCI  # Home =

HON DISCLOSURE DECLARATION
for the participation in RRM pilot project for the implementation of Regulation [EU) No 122772011 (REMIT)

Given that the undersigned applicant (the "Applicant’} has the intenton to participate in the Registersd Repocting Mechanisms (the "RRMs™) pilst projec
for the RAM registaation (the “RRM Pilot Project’), the Agency for the Cooparation of Energy Regulaton (the ‘Agency’), for that purpose, will make cenan
confidential information. as defined below. avaiable 1o the Agplicant

As a condition to, and in consideration of, the Ageacy's furnishing of confidential information to the Applicant, the Applicant agrees to the undertakings
contained in this Noa Disclosure Declasation [the “Declaration”™)

The Applcant
docur

greEs that all informatio
relating to the RAM Pt |

sciosed by the Agency to the Applicant by means of a document ~Technical Specifications for RRIs™ and other
ropect shall be considered 35 confidestial (aRogethes the ‘Confidential Information’)

The Confidential Information relates to (withoot mitation) the Agency’s technical data, actual and anticipated developments or products. knowre-how,
software. bardware, processes, architectures, concepds, keas, designs, drawings, perseanel, financial information, computer programs. studies, work in
progeess, visual denansteations, and other data, whither witten, graphic, o slsctioni: form

Thie ADRRCaNT gieks MOSEDWET

+ 10 uSé the Confidential Information solely fof the purpose of 1he preparstion of RAM and, as the case may be, of the regutration A3ei

+ o use all possible means to maintain this Confidential Information in sinct confidence and at least those measures that # employs for the protection of
23 own confidential mformation, but in Any Event no! eSS than 3 rexsonable cagres of core

= o disclose this imformation only to the Applicant’s employess or particular employess of subconiractons who ase required to have the information for the

purpase of the ARM Pilo? Project and, as the case may be. of the Appieant’s registration as RRM, and have previously signed an agreement in content

$imilas 10 tha provisipas thaneol

o oblige all employess receiving access to the Confidential Information not to disclose it to anyone and not to make any copiss of it

1o immediately notify in writing the Agency in the event of any unauthossed use of disclosure of the Confidential Informazion

The Applcant shall not use for s own purposes, revesse, enginesr, dsassemble. decompde of copy Eny software or other objects which embody the
Confidential Information, nor transmi, directly or mdirectly, any Confidential Information

All Confdential Information remain the propery of the Agency and nd Bcenie of other rights in ihe Confidential Informatson are gramted hersly, except as
sxpressly provided abowe

The Applicant's cbiigations hereunder shall surywe all information in the Confidential Information hereunder becomes publicly known

The Applicant hereby acknowiedges that unavthossed disclosure or use of the Confidenmtial Information could cause ireparable ham and significa

which may be difficolt 10 ascentain. Accordingly, the Apphoast agress that the Agency shall have the right to seek and obtam mmediate
equivalent measure before the competent court. in addition to any other ights and remedies it may have

ste

The Declaration shall be poverned by Union law, complemented, whers necessary, by the law of Slovena. Any dispute between the Agency and the
Apphcant s relation 1o the interpretation, appleaton o validiy of this Declaration which cannot be settied amizably shall be beought bedore the couns of
Liubana

This Declaration shall bind and inure 1o the bensfa of the parties hereto and their successors and assigns

| agree: * Accepting this declarabion is mandatery

ol |




éCER RRM Registration Tool - 9

'-ARISDCI ®
€ - C f @ httpsy/) ' - ' WS

ARIS DCI  # Home

ACER ‘ARIS

Agency for the Cooperation

of Erwegy Regulstors ACER REMIT Information System

Registration Support Documentations

REGISTRATION DOCUMENTATION
« Fundamental Electricity Outage Schema.zip - Download
« Fundamental Electricity Configuration Schema.zip - Download
= Fundamental Electricity GenerationLoad Schema.zip - Download
« Fundamental Electricity Publication Schema.zip - Download
+ Fundamental Electricity Schedule Schema.zip - Download
« REMIT List of Standardised Contract.zip - Download
« REMIT Standard Contracts.zip - Download

ACER Trg republike 3 -386 (0) 8 205 34 00 © Copyright 2012 by ACER.
Agency for the 1000 Ljubljana 386 (0)82053413 All Rights Reserved.
Cooperation Slovenia

of Energy Regulators

5:57 PM
12/8/2014 |

BN~ @




ACER RRM Registration Tool - 10
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'-.QFUS DCI x
€« = C & B8 httpsy/

ARIS DCI # Home 2 Logoufl

Datatype association for Reporting Entity

i\?

A Schema
Select Schema Name Schema Description Settings
n| REMITArticle3 Exampie of file name for contract list: Not requested
20141101_REMITArticie3_V4_B0000001T.UK_1.xmlasc.pgp
REMITAnnexITable1  Example of file name for standard contracts: Not requested
20141101_REMITAnnexiTable1_V5_B0000001T.UK_1.xml.asc.pgp
il schedule Example of file name for schedule fundamental data: Mot requested
20141101_schedule_V1_B00D0001T.UK_1.xml.asc.pgp
(7] publication Example of filename for publication fundamental data: Not requested
20141101_publication_V1_B0000001T UK_1 xml.asc.pap
_ configuration Example of filename for configuration fundamental data: Not requested
20141101_configuration_V1_B0000001T.UK_1.xml.asc. pgp
| generationload Example of filename for generation load fundamental data: Mot requested
20141101 _generationload_\V1_B0000001T.UK_1.xmlLasc.pgp
B outage Example of filename for outage fundamental data: Mot requested
20141101_outage_V1_B0000001T.UK_1.xml.asc pgp
transmissionnetwork =~ Example of filename for transmission network data: Not requested

20141101 _transmissionnetwork_V1_B0000001T_UK_1.xmiasc pgp

A — s e i AL —i —

I E G




ACER RRM Registration Tool - 11
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'- ARIS DCI o
€« — C fi B httpsy/
ARIS DCI #A Home

ACER ‘ARIS

v i i gt b ACER REMIT Information System

Interface association for Reporting Entity

Showing 1 to 3 of 3 entries Search-
Select 4 Interface Name Interface Settings
o WEBGUI Mot requested
7] WEBSERVICE Mot requested
SFTP Mot requested

«— Previous 1 Next —

Trg republike 3 tel. +386 (0) 8 205 34 00 © Copyright 2012 by ACER. =

R == 80w




ACER RRM Registration Tool - 12
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'.nms ocl
€« > C A & htpsy/ }

ARIS DCI # Home 2 Logoufll

Declaration of Compliance for Reporting Entity

4]

Showing 1 to 10 of 13 entries Search:
Compliance * Declaration Name Declaration Description Mandatory
H| Timely transmission of Requirements on the timely transmission of data (see Chapter 5.3 of the 'Requirements for Y
data the Registration of RRMs’ document);
C Validation of input Requirements on the validation of input (see Chapter 5.4 of the ‘Requirements for the ¥
Registration of RRMs' document)
Output content Requirements on output content (See Chapter 5.6 of the ‘Requirements for the Registration Y
of RRMs’ document)
Disruption of services Requirements concerning the disruption of services (see Chapter 5.10 of the ¥
‘Requirements for the Registration of RRMs' document)
n OQutput format Requirements on output format (see Chapter 5.5 of the 'Requirements for the Registration Y.
of RRMs' document)
C Governance Requirements on governance (see Chapter 5.8 of the ‘Requirements for the Registration of Y
RRMs' document)
u Operational reliability Requirements on operational reliability (see Chapter 5.9 of the ‘Requirements for the Y
Registration of RRMs' document)
= Security breaches Requirements concerning security breaches (see Chapter 5. of the ‘Requirements for the Y
Registration of RRMs' document)
] Communication with Requirements on communication with the Agency (see Chapter 5.12 of the 'Requirements Y
Agency for the Registration of RRMs’ document)
Secure transmission of ~ Requirements on the secure transmission of data (see Chapter 5.2 of the ‘Requirements ¥
data for the Registration of RRMS' document)

— —_— i — e - —

o] @ ] lrs =)<




ACER RRM Registration Tool - 13
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e 9B e (= [DCI] RRM Settings Initialization - Message (HTML) o #B =
% Message MeAfee E-mail Scan Adobe PDF &5 9
25 1gnore x : - ” _4 B2, Meeting 23 Lutech Deliverab... i) To Manager 5% (3 Rutes ~ (3 Mark Unread 31:'5 34 Find {'{
5 . .
e 34 Team E-mail «" Done o @CmeNnte 5& Categorize = :& Related =
= Delete | Re Re Forward B, - \ Mave Transiate | Zoam
& lunk ply p.?:y & More {=da Reply & Delete ¥ Create New = « |2 Actions ~ | ¥ Follow Up ~ - b Select =
Delete Respond Quick Steps . Muove Tags . Editing Zoom
From: Sent Mon12/8/2014 6:02 PM
To: B ) )
Ce
Subject: [DCT RRM Settings Initialization
x &
Dear 635049, o

the agency has examined the setting vou submitted for vour configuration as a Reporting Entity

655049

The decision was to

accept vour settings

The next step is performing the required test in a dedicated environment: https:
parameters=423030303030353132253492d232d736£66726£6e69732e7061706167656f7267696£7540616365722e6575726£70612e65752d232d444349:

I The Agency for the Cooperation of Enersy Regulators bt
14 I .

Click an a photo to see social network updates and email messages from this person. "ol g

Connect to social networks to show profile photos and activity updates of your colleagues in Outlook. Click here to add netwarks. x

| -

] o TP IWIIEETL<)

5 e

€
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Y . s oc x
«->C#H 8 https:// ‘_'.:? =
ARIS DCI # Home User Profile ~  Rrm Profile =  Conffol Panel ~  Data Collection ~  Manage Users~ -
A CER ‘ARIS
B e fveration ACER REMIT Information System

Current Status of Testing Framework Examination

Showing 1 to 7 of 7 entries Search:
Test Description = Last Evaluatuon Perrormer Interrace (Opuanal) Current Status
Create user for interface sftp 2014-12-08T18:03:00.000+01:00 SFTP-USER N
Create user for interface webgui 2014-12-08T718:03:00.000+01:00 WEBGUI-USER N
Create user for interface ws 2014-12-08T18:03:00.000+01:00 WS-USER N
Edit your own profile successfully 2014-12-08T18:11:06.000+01:00 394030 Y
Edit your Reporting Entity detalls succe 2014-12-08T158:03:00.000+01:00 N
Submit REMITAnnexITable1 V5 2014-12-08T168:03:00.000+01:00 DCI_RRM N
Submit REMITArticle3 V4 2014-12-087T18:03:00.000+01:00 DCI_RRM N

evious 1 MNext

Back Calculate Tesl Siring .




ACER RRM Registration Tool - 15

- Agency for the Cooperation
of Energy Regulators

T
Lo A |8 hipssy

ARIS DCI A Hime 1 Logout

ACER ‘AMS
-

ACER REMIT Information Sysiam

H] oNdy R% 04 daria
Hif Gnly Sata o thee group

Bk, +3586 00 £ 205 34 00 & Copyright 2002 by ACER
Biee. #3536 ) B 708 34 13 Al Rights Reserved

S ) 7. ) ) o P




ACER RRM Registration Tool - 16

- Agency for the Cooperation
of Energy Regulators

L= w L

Lo & 8 8 hiepsy

ARIS DCI # Home X Logost

ACER ‘AMS
& :

A ACER REMIT Information Systam

Custom Flelds relevant for selected Reporting Entity Type

Document uplasd * | Chooss File Mo T chirsen o

Bl +386 {0} £ 205 34 00 B Capyiight 2002 by ACER

e 30942354 1

= @ [lelPElEl=Es




- Agency for the Cooperation
of Energy Regulators

Thank you for your attention!
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